
 

June 11, 2025 

 

VIA MAIL & EMAIL 

  

The Honorable Ken Paxton 

Attorney General for Texas 

P.O. Box 12548  

Austin, Texas 78711 

 

Dear Attorney General Paxton: 

The Center for Reproductive Rights, a nonprofit organization that has long advocated for 

reproductive health care access and quality in Texas, respectfully requests that your office 

investigate whether Woman to Woman Pregnancy Resource Center (“Woman to Woman”) has 

obtained Texans’ sensitive personal health data in violation of the Texas Deceptive Trade 

Practices Act and state common law. Recently, the Electronic Frontier Foundation requested that 

your office generally investigate fake medical clinics, often called Crisis Pregnancy Centers 

(“CPCs”), for incorrectly representing to their visitors that any health information provided to 

CPCs is protected under the Health Insurance Portability and Accountability Act of 1996 

(“HIPAA”).1 This complaint outlines how a specific CPC, Woman to Woman, is misleading its 

visitors. While you have advocated in ongoing litigation that HIPAA should be struck down in 

its entirety,2 you no doubt understand that it remains binding law throughout the United States, 

including in Texas. As detailed below, Texas law requires your office to investigate Woman to 

Woman and the deceptive practices of CPCs throughout Texas. 

BACKGROUND 

Thriving Texas Families 

Texas directly funds CPCs, including Woman to Woman, with millions in taxpayer 

dollars through the Texas Health and Human Services Commission’s “Thriving Texas Families” 

program. Formerly called “Alternatives to Abortion,” Thriving Texas Families received 

$125,022,732 in state funds for fiscal years 2022-2025.3 This session, the Texas legislature 

approved a staggering $180 million for the program for fiscal years 2026-2027.4 Thriving Texas 

Families has funneled these funds to private contractors for the stated purpose, among others, of 

“promot[ing] childbirth as an alternative to abortion.”5 One of these contractors is the Texas 

 
1 Letter from Electronic Frontier Foundation to Attorney General Ken Paxton (Jan. 28, 2025), available at 

https://www.eff.org/files/2025/01/28/2025.01.28_letter_to_tx_ag_with_exhibits.pdf. 
2 Complaint, Texas v. HHS, No. 5:24-cv-00204-H (N.D. Tex. filed Sept. 4, 2024), available at 

https://www.texasattorneygeneral.gov/sites/default/files/images/press/HHS%20HIPAA%20Rule%20Complaint%20

Filed.pdf.  

 3 Alternatives to Abortion Report for Fiscal Year 2023, Tex. Health & Hum. Servs. 7 (Dec. 2023), 

https://www.hhs.texas.gov/sites/default/files/documents/alternatives-abortion-fy2023-rider68.pdf. 
4 Committee Substitute for S.B. 1, at II-34, 89th Leg. Sess., 2026-2027 Biennium, available at 

https://capitol.texas.gov/tlodocs/89R/billtext/pdf/SB00001S.pdf#navpanes=0.  
5 Thriving Texas Families, Tex. Health & Hum. Servs., https://www.hhs.texas.gov/services/health/women-

children/thriving-texas-families (last visited June 9, 2025). 

https://www.eff.org/files/2025/01/28/2025.01.28_letter_to_tx_ag_with_exhibits.pdf
https://www.texasattorneygeneral.gov/sites/default/files/images/press/HHS%20HIPAA%20Rule%20Complaint%20Filed.pdf
https://www.texasattorneygeneral.gov/sites/default/files/images/press/HHS%20HIPAA%20Rule%20Complaint%20Filed.pdf
https://www.hhs.texas.gov/sites/default/files/documents/alternatives-abortion-fy2023-rider68.pdf
https://capitol.texas.gov/tlodocs/89R/billtext/pdf/SB00001S.pdf#navpanes=0
https://www.hhs.texas.gov/services/health/women-children/thriving-texas-families
https://www.hhs.texas.gov/services/health/women-children/thriving-texas-families
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Pregnancy Care Network (“TPCN”), which in turn subcontracts with CPCs throughout Texas. In 

fiscal year 2023, TPCN directed state funds to at least 50 CPCs.6 In exchange for this funding, 

TPCN centers must abide by certain requirements, including maintaining “nondiscrimination 

policies, privacy policies and practices consistent with, as applicable, HIPAA and any other 

applicable laws.”7 The Texas legislature added additional criteria this session, including that a 

funding recipient may not recommend abortion as an option for a client and must “annually 

certify in writing” that it adheres to the program’s mission and rules.8 

Woman to Woman Pregnancy Resource Center 

Woman to Woman is a self-described “pregnancy resource” center located in Denton, 

Texas.9 Woman to Woman advertises on its website that it provides “pregnancy services,” 

including pregnancy verifications (such as urine tests), ultrasounds, and “nurse consultations.”10  

While it may initially seem like a small, independent center, Woman to Woman is part of 

a national network of thousands of CPCs. Like most CPCs in the United States, Woman to 

Woman is affiliated with Care Net and Heartbeat International,11 both multi-million-dollar 

organizations12 that engage in misleading and deceptive acts within the state of Texas and 

nationwide or worldwide.13 Woman to Woman and many other CPCs pay annual fees to Care Net 

and Heartbeat International,14 in return for training and digital marketing support including 

 
6 Alternatives to Abortion Report for Fiscal Year 2023, supra note 3, Appendix D. 
7 Signature Document for Health and Human Services Commission Contract No. HHS 000677400001 

Under the Alternatives to Abortion Program, Attachment A, at 5.1.3 (May 1, 2019), available at 

https://contracts.hhs.texas.gov/sites/default/files/documents/2024-Aug/HHS000677400001-contract.pdf (emphasis 

added).  
8 S.B. 1388, § 2, 89th Leg. Sess., 2026-2027 Biennium, available at 

https://capitol.texas.gov/BillLookup/History.aspx?LegSess=89R&Bill=SB1388. 
9 Woman to Woman Pregnancy Resource Center is a 501(c)(3) nonprofit (EIN 75-2125952) registered in 

Texas. See also Woman to Woman Pregnancy Services, Woman to Woman (2024), https://dentonprc.org/ (last visited 

June 9, 2025). 
10 Id.  
11 Woman to Woman Pregnancy Resource Center, Heartbeat Int’l, 

https://www.heartbeatinternational.org/index.php?option=com_civicrm&task=civicrm/profile/view&reset=1&id=17

195&gid=146 (directory listing for Woman to Woman identifies it as a Heartbeat International affiliate) (last visited 

June 9, 2025); Care Net Pregnancy Centers in Texas, Pregnancy Decision Line, 

https://pregnancydecisionline.org/learn/abortion/abortion-costs/abortion-cost-texas/ (website for Care Net’s helpline 

lists Woman to Woman as a Care Net CPC) (last visited June 9, 2025). 
12 Heartbeat International reported annual revenue of $9,754,794 for fiscal year 2023. Heartbeat 

International, https://projects.propublica.org/nonprofits/organizations/237335592 (last visited June 9, 2025). Care 

Net reported annual revenue of $8,217,858 for fiscal year 2024. Care Net: Financial Statements with Independent 

Auditors’ Report, June 30, 2024 and 2023, at 4, Care Net, available at https://life.care-

net.org/hubfs/Financial_Forms/CN%20FY24%20Financials.pdf. 
13 E.g., Karan S. Desai, et al., Characterizing Services Advertised on Crisis Pregnancy Center Websites, 182 

JAMA Intern. Med. 238 (2025); Melissa Montoya et al., The Problems with Crisis Pregnancy Centers: Reviewing the 

Literature and Identifying New Directions for Future Research, 8 J. Women’s Health 757 (2022); Reproductive 

Freedom for All, Crisis Pregnancy Centers Lie: The Insidious Threat to Reproductive Freedom (2015).  
14 Care Net, Affiliation Agreement, available at https://367552.fs1.hubspotusercontent-

na1.net/hubfs/367552/Affiliation%20Agreement_2023.docx.pdf; see also Heartbeat Int’l, Ready to Affiliate with 

 

https://contracts.hhs.texas.gov/sites/default/files/documents/2024-Aug/HHS000677400001-contract.pdf
https://dentonprc.org/
https://www.heartbeatinternational.org/index.php?option=com_civicrm&task=civicrm/profile/view&reset=1&id=17195&gid=146
https://www.heartbeatinternational.org/index.php?option=com_civicrm&task=civicrm/profile/view&reset=1&id=17195&gid=146
https://pregnancydecisionline.org/learn/abortion/abortion-costs/abortion-cost-texas/
https://projects.propublica.org/nonprofits/organizations/237335592
https://life.care-net.org/hubfs/Financial_Forms/CN%20FY24%20Financials.pdf
https://life.care-net.org/hubfs/Financial_Forms/CN%20FY24%20Financials.pdf
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website templates, digital forms used to collect visitor information, fundraising support, legal 

best practices, and operations manuals.15 

Like many CPCs, Woman to Woman deliberately markets itself to students and low-

income communities. Its home page includes an icon that reads, “In School?” Clicking this icon 

directs a visitor to a dedicated page for high school and college students “looking for abortion 

information.” The webpage includes directions from specific college and high school campus 

buildings to the Center.16 

Woman to Woman is also extremely well-funded. It received $92,445 in fiscal year 2024 

from TPCN and $48,289 in fiscal year 2023, but state funds comprise only a fraction of its 

annual budget.17 Woman to Woman is thus able to provide most of its services free of charge. In 

its FAQs, under the question “What are your service fees?” Woman to Woman states, “There is 

no cost for any of our services. We are not looking to profit from you in any way. Therefore, we 

will not request you to provide insurance or other billing information.”18 This is consistent with 

the fact that most CPCs do not provide medical services beyond free drug-store pregnancy tests 

and limited ultrasounds to confirm pregnancy.  

Woman to Woman nonetheless collects a wealth of sensitive and private information 

from its visitors before and during appointments as though it were a medical clinic providing 

prenatal care. Woman to Woman’s appointment request process directs visitors to a digital form 

where they are instructed to provide their name, phone number, email address, and information 

about the services they seek.19  

These practices are consistent with the guidelines CPCs receive from their national 

organizations. Care Net, for example, instructs its affiliate CPCs to collect private health 

information during each visit. In fact, Care Net distributes to its affiliates a “New Client/Patient 

Intake Conversation Guide Form” that instructs staff and volunteers to collect information such 

 
Heartbeat International?, available at https://www.heartbeatinternational.org/about-us/why-affiliate/ready-to-

affiliate (last visited June 9, 2025). 
15 Care Net, Bookstore, available at https://store.care-net.org/ (last visited June 9, 2025); Care Net, 

“Understanding Client Care: Volume I,” (hereinafter “Understanding Client Care”), available for purchase at 

https://store.care-net.org/understanding-client-care-volume-i-download/; Heartbeat Int’l, “Heartbeat Academy,” 

available at https://www.heartbeatinternational.org/academy (last visited June 9, 2025); Heartbeat Int’l, “Medical 

Essentials for Pregnancy Help Organizations,” (hereinafter “Medical Essentials”), available for purchase at 

https://www.heartbeatservices.org/resources/resources-by-topic/medical/medical-essentials; Heartbeat Int’l, “Legal 

Essentials for Pregnancy Help Organizations,” (hereinafter “Legal Essentials”), available for purchase at 

https://www.heartbeatinternational.org/resources/resources-by-topic/board/legal-essentials; Heartbeat Int’l, “Sample 

Medical Policies and Procedures,” available for purchase at 

https://www.heartbeatinternational.org/resources/resources-by-topic/leadership-management/sample-medical-

polices-and-procedures-ebook. While Heartbeat International makes its manuals available for purchase online, 

purchasers must attest they are affiliated with a pregnancy help organization. See, e.g., id. 
16 Woman to Woman, In School?, https://dentonprc.org/in-school/ (last visited June 9, 2025). 
17 For example, in 2023, Woman to Woman reported revenue of $1,144,543. Unregulated Pregnancy Clinic 

Finance Watch, Reprod. Health & Freedom Watch, http://reproductivehealthfreedom.us/upc-finance-watch/ (last 

updated Oct. 14, 2024). 
18 Woman to Woman, FAQs, https://dentonprc.org/faqs/ (last visited June 9, 2025). 
19 Woman to Woman, Contact, https://dentonprc.org/contact/ (last visited June 9, 2025).  

http://www.heartbeatinternational.org/about-us/why-affiliate/ready-to-affiliate
http://www.heartbeatinternational.org/about-us/why-affiliate/ready-to-affiliate
http://www.heartbeatinternational.org/about-us/why-affiliate/ready-to-affiliate
https://store.care-net.org/understanding-client-care-volume-i-download/
https://www.heartbeatinternational.org/academy
https://www.heartbeatservices.org/resources/resources-by-topic/medical/medical-essentials
http://www.heartbeatinternational.org/resources/resources-by-topic/board/legal-essentials
http://www.heartbeatinternational.org/resources/resources-by-topic/board/legal-essentials
https://www.heartbeatinternational.org/resources/resources-by-topic/leadership-management/sample-medical-polices-and-procedures-ebook
https://www.heartbeatinternational.org/resources/resources-by-topic/leadership-management/sample-medical-polices-and-procedures-ebook
https://dentonprc.org/in-school/
http://reproductivehealthfreedom.us/upc-finance-watch/
https://dentonprc.org/faqs/
https://dentonprc.org/contact/
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as a visitor’s contraceptive use, their prior pregnancies, and last menstrual period date.20 While it 

is unclear why CPCs collect such detailed information from their visitors, the impact is clear—it 

leads visitors to reasonably believe they are volunteering their highly personal information for 

the purpose of obtaining necessary health care.  

Woman to Woman’s Misuse of HIPAA 

Most troublingly, like many CPCs, Woman to Woman invokes HIPAA to assure visitors 

their sensitive medical information will be kept confidential. On the FAQ page on its website, 

under the question “Will my appointment be kept confidential?” Woman to Woman assures 

visitors, “Yes, absolutely. Your privacy is very important to us. Woman to Woman adheres to 

the terms outlined by HIPAA, a strict confidentiality policy.”21 Its privacy policy underscores 

this claim, stating that its privacy practices are “required by the Privacy Regulations created as a 

result of []HIPAA[.]”22 Woman to Woman’s privacy policy goes on to assure visitors that if they 

believe their privacy rights have been violated, visitors can file a complaint with the Secretary of 

the Department of Health and Human Services,23 the department responsible for investigating 

and penalizing HIPAA violations.  

These HIPAA assurances leave Woman to Woman’s visitors with a clear message: their 

private health information is safe because Woman to Woman complies with HIPAA, the gold 

standard federal law for consumer protection of private health data.24 A reasonable visitor would 

undoubtably expect that, in the event their private health information is disclosed, they would be 

able to file a complaint with the federal government, and the violating entity could be subject to 

hefty fines and/or criminal charges.25 

But the reality is that Woman to Woman is not a covered entity legally obligated to abide 

by HIPAA’s rules. HIPAA only imposes privacy obligations on health care providers, health plans, 

and health care clearinghouses.26 Woman to Woman is none of these. Woman to Woman does not 

appear to be registered with the Texas Health and Human Services Commission as a health 

 
20 Understanding Client Care, supra note 15, at 50. 
21 FAQs, supra note 18. 
22 Woman to Woman, Notice of Privacy Practices, https://dentonprc.org/privacy-practices/ (last visited June 

9, 2025). 
23 Id. 
24 See Thomas Germain, Guess What? HIPAA Isn’t a Medical Privacy Law, Consumer Reports (June 13, 

2022), available at https://www.consumerreports.org/health/health-privacy/guess-what-hipaa-isnt-a-medical-

privacy-law-a2469399940/; Press Release, ClearDATA Survey Reveals Many Americans Don’t Realize Personal 

Data Shared with Digital Health Apps Could be Sold Without Their Consent, ClearDATA (July 11, 2023), available 

at https://www.cleardata.com/news/cleardata-survey-reveals-many-americans-dont-realize-personal-data-shared-

with-digital-health-apps-could-be-sold-without-their-consent/ (“[S]urvey found that 81% of Americans assume that 

all protected health data collected by digital health apps is protected under HIPAA. And while 68% of Americans 

say they are very or somewhat familiar with HIPAA, in reality, HIPAA does not safeguard protected health 

information (PHI) within the context of digital apps or other health companies in the same way it does for ‘covered 

health entities’ like hospitals and providers. This means, in many cases, it’s perfectly legal for app makers to sell 

their users’ health data—and most Americans are utterly unaware of this potential invasion of privacy.”). 
25 Cf. 42 U.S.C. § 1320d-6. 
26 45 C.F.R. § 160.102(a). 

https://dentonprc.org/privacy-practices/
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facility.27 Its website lists no physicians or other providers of prenatal care. Importantly, and 

contrary to a recent public statement by Texas Alliance for Life,28 the Thriving Texas Families 

program does not require beneficiaries to comply with HIPAA, only with applicable laws.  

Further, Woman to Woman’s misleading HIPAA representations are no innocent 

mistake. Heartbeat International and Care Net, Woman to Woman’s major sources of financial 

and logistical support, are aware that Woman to Woman is not a HIPAA-covered entity. Care 

Net’s internal materials state that affiliate centers “are not legally required to be HIPAA 

compliant unless they are billing for services electronically.”29 In a blog post, Care Net explains: 

Most centers do not meet the legal definition of a covered entity 

under the HIPAA regulation because they do not furnish, bill, or are 

paid for health care in the normal course of business and do not 

transmit health information in electronic form in connection with a 

transaction for which a HIPAA standard has been adopted by HHS.30 

Care Net’s materials also explain affiliates are not subject to legal restrictions on confidentiality, 

but instead are bound only by subjective “ethical obligations”: 

In most states, the conversations individuals have with their own 

medical professionals, attorneys, clergy, or licensed professional 

counselors are legally privileged and may not be disclosed, except 

in rare circumstances. While this legal privilege and responsibility 

does not apply to interactions between clients and unlicensed 

personnel at non-medical centers, all team members have an 

ethical obligation to keep promises of confidentiality made by the 

center to clients.31 

Care Net continues: “[e]xceptions [to this pledge] include when disclosure is required by law, or 

there exists morally compelling circumstances to break confidentiality, or when necessary to 

protect the client or others from serious, foreseeable, and imminent bodily harm, or when the 

center is engaged in a criminal or civil dispute with the client.”32 

 
27 See Tex. Dep’t of State Health Servs., Online Licensing Services, https://vo.ras.dshs.state.tx.us/datamart/ 

login.do (last visited June 9, 2025). 
28 Marcine Graham, Watchdog Organization Wants Crisis Pregnancy Centers Investigated, Spectrum Local 

News (Feb. 11, 2025),  https://spectrumlocalnews.com/section/new-york-2020-

elections/news/2025/02/11/organization-claims-crisis-pregnancy-centers-are-violating-hippa-laws. 
29 Understanding Client Care, supra note 15 at 7. 
30 Care Net, A Picture of Academic Bias Against Pregnancy Centers, Care Net Blog (Jan. 17, 2019), 

https://care-net.org/abundant-life-blog/a-picture-of-academic-bias-against-pregnancy-centers/.    
31 Understanding Client Care, supra note 15, at 1 (emphasis added). 
32 Id. at 5. Publicly available previews of Heartbeat International’s “Legal Essentials” guide similarly 

indicate it enumerates “exceptions to confidentiality” for affiliates. See Heartbeat Int’l, “Legal Essentials,” Table of 

Contents: Chapter 9 Confidentiality and Client Records, Section 2: Exceptions to Confidentiality,” supra note 15. 

https://vo.ras.dshs.state.tx.us/datamart/login.do
https://vo.ras.dshs.state.tx.us/datamart/login.do
https://spectrumlocalnews.com/section/new-york-2020-elections/news/2025/02/11/organization-claims-crisis-pregnancy-centers-are-violating-hippa-laws
https://spectrumlocalnews.com/section/new-york-2020-elections/news/2025/02/11/organization-claims-crisis-pregnancy-centers-are-violating-hippa-laws
https://care-net.org/abundant-life-blog/a-picture-of-academic-bias-against-pregnancy-centers/
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 On its website, Heartbeat similarly explains that its affiliates “do not meet the definition 

of a covered entity . . . therefore the requirements of the HIPAA Rules do not apply.”33 In fact, 

Heartbeat goes on to explain that centers should not state that they are HIPAA-compliant or use 

other language that is associated with HIPAA.34 Despite this advice, Woman to Woman, at least 

through the date of this letter, continues to represent itself as HIPAA-compliant.  

Worse still, Woman to Woman is not adhering to HIPAA’s privacy standards. Their 

“Notice of Privacy Practices” lists a variety of circumstances in which they may disclose a 

consumer’s health information, including situations where HIPAA does not permit disclosure.35  

For example, Woman to Woman explains that it may share a visitor’s private health 

information when “[c]ooperating with outside legal entities,” “in response to a court or 

administrative order,” or “[i]f required to do so by a law enforcement official.”36 By contrast, the 

parallel HIPAA exceptions include specific conditions that need to be met before private health 

information can be shared with law enforcement; for example, a subpoena must be accompanied 

by a protective order or notice to the individual, while the information requested by law 

enforcement must be needed to identify or locate a suspect, fugitive, material witness, or missing 

person, concern a victim or suspected victim of a crime, or must be necessary to inform law 

enforcement about a crime.37 Woman to Woman’s privacy policy contains no such safeguards; 

rather, it reserves the right to convey private health information whenever a law enforcement 

official requires.38 Similarly, while HIPAA permits disclosure of personal health information that 

the covered entity believes is “necessary to prevent or lessen a serious and imminent threat to a 

person or the public,”39 Woman to Woman’s privacy policy permits disclosure where the threat 

is not imminent and where the threat is to another individual.40 And while HIPAA permits 

disclosure to “assur[e] proper execution of a military mission,”41 Woman to Woman’s policy is 

again far broader, sharing information on active service members and veterans “if required by 

the appropriate authorities,” with no mention of supporting a military mission.42  

Again, the question is why? Why does Woman to Woman misrepresent its compliance 

with HIPAA? And what does Woman to Woman do with the sensitive health data its visitors 

disclose under the misimpression their data is protected? The Attorney General’s Office is best 

positioned to find out. 

 
33 Heartbeat Int’l, Resources: HIPAA Rights & Wrongs, available at 

https://www.heartbeatinternational.org/tanzania-lrg/item/2876-hipaa-rights-wrongs (last visited March 2025, now 

restricted to affiliates).  
34 Id.  
35 Notice of Privacy Practices, supra note 22. 
36 Id. 
37 Summary of the HIPAA Privacy Rule: Permitted Uses and Disclosures, U.S. Dep’t of Health & Hum. 

Servs., https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html#permit (last visited June 9, 

2025). 
38 Notice of Privacy Practices, supra note 22. 
39 Summary of the HIPAA Privacy Rule: Permitted Uses and Disclosures, supra note 37. 
40 Notice of Privacy Practices, supra note 22. 
41 Summary of the HIPAA Privacy Rule: Permitted Uses and Disclosures, supra note 37. 
42 Notice of Privacy Practices, supra note 22. 

https://www.heartbeatinternational.org/tanzania-lrg/item/2876-hipaa-rights-wrongs
https://dentonprc.org/privacy-practices/
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html#permit
https://dentonprc.org/privacy-practices/
https://dentonprc.org/privacy-practices/
https://dentonprc.org/privacy-practices/


 
 
  
 

7 

 

LEGAL VIOLATIONS 

 Woman to Woman’s misrepresentations regarding its compliance with HIPAA 

demonstrate several potential violations of Texas law, including prohibited acts under the Texas 

Deceptive Trade Practices Act (the “DTPA”) and Texas’s common-law prohibition against 

intentional misrepresentation or fraud. 

The Texas Deceptive Trade Practices Act 

Woman to Woman is a Texas nonprofit that advertises and provides goods and services 

in the state, and as such, is subject to the DTPA. 

The DTPA prohibits “[f]alse, misleading, or deceptive acts or practices in the conduct of 

any trade or commerce.”43 “[F]alse, misleading, or deceptive acts or practices” include 

(1) “representing that goods or services have sponsorship, approval, characteristics . . . [or] 

benefits . . . which they do not have,”44 (2) “representing that an agreement confers or involves 

rights, remedies or obligations which it does not have or involve, or which are prohibited by 

law,”45 and (3) “failing to disclose information concerning goods or services which was known 

at the time of the transaction if such failure to disclose such information was intended to induce 

the consumer into a transaction into which the consumer would not have entered had the 

information been disclosed.”46  

The DTPA applies to entities that provide services free of charge, including non-profit 

organizations.47 This is because the DTPA defines “trade” and “commerce” to include 

“advertising” and “distribution of any good or service . . . or any other article, commodity, or 

thing of value.”48 Thus, a service need not have been in exchange for money for the transaction 

to be covered by the DTPA.49  

Moreover, the DTPA is liberally construed for multiple reasons. By statute, it functions to 

“protect consumers against false, misleading, and deceptive business practices” and to provide 

“efficient and economical procedures to secure such protection.”50 An entity may be liable for 

deceptive trade practices without the knowledge the representations made were false or the 

intention to deceive the consumer.51 The DTPA is also meant to be construed with reference to 

“the interpretations given by the Federal Trade Commission and federal courts to Section 5(a)(1) 

 
43 Tex. Bus. & Com. Code § 17.46(a). 
44 Tex. Bus. & Com. Code § 17.46(b)(5). 
45 Tex. Bus. & Com. Code § 17.46(b)(12) 
46 Tex. Bus. & Com. Code § 17.46(b)(24). 
47 E.g., Mother & Unborn Baby Care of N. Tex., Inc. v. State, 749 S.W.2d 533, 539 (Tex. App.–Fort Worth 

1988) (noting, “the DTPA makes no . . . exception” for nonprofits). 
48 Tex. Bus. & Com. Code § 17.45(6). 
49 Mother & Unborn Baby Care, 749 S.W.2d at 538 (holding “the [DTPA] as a whole supports the 

conclusion that transfer of valuable consideration is not necessary” for the Act to apply). 
50 Tex. Bus. & Com. Code § 17.44(a) (stating “[t]his subchapter shall be liberally construed and applied to 

promote [these] underlying purposes”). 
51 Eagle Properties, Ltd. v. Scharbauer, 807 S.W.2d 714, 724 (Tex. 1990). 
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of the Federal Trade Commission Act [15 U.S.C.A. § 45(a)(1)].”52 In interpreting the federal 

Unfair Trade Practices Act, the FTC has held that companies touting “HIPAA compliance” may 

be deceiving consumers if they are not actually covered by the law.53 The FTC has called health 

information, particularly reproductive health information, “among the most sensitive categories 

of data collected,” and stated that consumers deserve to know who is collecting their personal 

health information and what laws and regulations govern how it is used, stored, and protected.54 

The FTC has determined that the misuse of such data “exposes consumers to significant harm,” 

and that “[t]he exposure of health information and medical conditions, especially data related to 

sexual activity or reproductive health, may subject people to discrimination, stigma, mental 

anguish, or other serious harms.”55  

For these reasons, falsely representing reregulation by, and compliance with, HIPAA is a 

violation of the DTPA. In the language of the DTPA, Woman to Woman is: representing its 

services as having characteristics and benefits—confidentiality and HIPAA protection—they do 

not have56; representing that a consumer’s agreement to provide private health information in 

exchange for services confers HIPAA rights, remedies, and obligations it does not57; and failing 

to disclose the lack of HIPAA protection, information that, if the consumer knew, would likely 

prevent the consumer from entering into the transaction.58 By leading consumers to wrongly 

believe their sensitive health information will be confidential, Woman to Woman is engaging in 

“unconscionable” and “false, misleading, or deceptive acts or practices.”59  

Investigating Woman to Woman for violating the DTPA is consistent with prior FTC 

enforcement actions, which are relevant guidance for DTPA enforcement. In 2023, the FTC 

settled a lawsuit against Easy Healthcare, developer of the fertility app Premom, that alleged 

Premom had deceived consumers about its privacy protections in collecting sensitive 

information about their menstruation history, pregnancy history, and pregnancy status.60 

 
52 Tex. Bus. & Com. Code § 17.46(c)(1). 
53 In the Matter of SkyMed Int’l, Inc., File No. 1923140, 

https://www.ftc.gov/system/files/documents/cases/skymed_-_complaint.pdf (alleging that SkyMed deceptively 

“displayed a seal” that attested to its “purported compliance” with HIPAA); see also Fed. Trade Comm’n, 

Collecting, Using, or Sharing Consumer Health Information? Look to HIPAA, the FTC Act, and the Health Breach 

Notification Rule (Sept. 2023), https://www.ftc.gov/business-guidance/resources/collecting-using-or-sharing-

consumer-health-information-look-hipaa-ftc-act-health-breach (instructing entities to not “make false or misleading 

claims that [they] are ‘HIPAA Compliant,’ ‘HIPAA Secure,’ ‘HIPAA Certified’ or the like”). 
54 Kristin Cohen, White House Press Release, Location, Health, and Other Sensitive Information: FTC 

Committed to Fully Enforcing the Law Against Illegal Use and Sharing of Highly Sensitive Data (July 11, 2022), 

available at https://www.presidency.ucsb.edu/documents/white-house-press-release-location-health-and-other-

sensitive-information-ftc-committed.  
55 Id.  
56 Tex. Bus. & Com. Code § 17.46(b)(5). 
57 Tex. Bus. & Com. Code § 17.46(b)(12) 
58 Tex. Bus. & Com. Code § 17.46(b)(24). 
59 Tex. Bus. & Com. Code §§ 17.44(a), 17.46(a). 
60 See Stip. Order for Permanent Inj., Civil Penalty Judgment, and Other Relief, United States v. Easy 

Healthcare Corp., No. 1:23-cv-3107 (N.D. Ill. June 22, 2023), available at 

https://www.ftc.gov/system/files/ftc_gov/pdf/2023.06.22_easy_healthcare_signed_order_2023.pdf; Complaint, 

United States v. Easy Healthcare Corp., No. 1:23-cv-3107 (N.D. Ill. filed May 17, 2023), available at 

https://www.ftc.gov/system/files/ftc_gov/pdf/2023186easyhealthcarecomplaint.pdf.   

http://www.ftc.gov/system/files/documents/cases/skymed_-_complaint.pdf
http://www.ftc.gov/system/files/documents/cases/skymed_-_complaint.pdf
https://www.ftc.gov/business-guidance/resources/collecting-using-or-sharing-consumer-health-information-look-hipaa-ftc-act-health-breach
https://www.ftc.gov/business-guidance/resources/collecting-using-or-sharing-consumer-health-information-look-hipaa-ftc-act-health-breach
https://www.ftc.gov/system/files/ftc_gov/pdf/2023.06.22_easy_healthcare_signed_order_2023.pdf
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Premom’s privacy policies assured users that any information it collected to share was non-

identifiable and disclosed only for its own analytics and/or advertising. But in fact, without 

users’ consent, Easy Healthcare disclosed users’ identifiable health data to third parties.61 The 

FTC settlement prohibited Easy Healthcare from misrepresenting its privacy practices and 

included a $100,000 civil penalty.62 Like Woman to Woman, the Premom app offers its 

ovulation and menstruation tracking services to consumers free of charge.63  

Investigating Woman to Woman is also consistent with the Texas Attorney General’s 

general police power and demonstrated commitment to combating deceptive business practices 

and protecting health care privacy. Last year, the AG’s privacy enforcement team launched an 

investigation into several car manufacturers for allegedly collecting data about drivers from 

their vehicles and selling the data to third parties.64 Also in 2024, the AG reached a settlement 

agreement under the DTPA with Pieces Technologies following allegations of false and 

misleading statements about the accuracy and safety of its generative AI products in hospitals,65  

sued TikTok for collecting and sharing minor users’ personal identifying information and data 

with third parties,66 and launched investigations into Character.AI and fourteen other companies 

for the same.67  

Here, Woman to Woman is similarly collecting Texans’ private health information about 

pregnancy under the pretense of HIPAA protection, and the reason is unclear. Such collection is 

both dangerous and susceptible to misuse. In 2021, the FTC sued the free fertility-tracking app 

FLO for sharing sensitive health information with third parties after promising that information 

would be kept private. This included sharing the health data (including information on 

pregnancy and menstruation history) consumers provided for the purpose of tracking period 

 
61 Stip. Order, supra note 60. 
62 Id. 
63 Id. Because Woman to Woman is a nonprofit, the FTC does not have jurisdiction over its deceptive 

practices. See 15 U.S.C. § 44. (defining covered “corporations” to include those that are “organized to carry on 

business for its own profit or that of its members”). 
64 Press Release, Ken Paxton, Attorney General of Texas, Attorney General Ken Paxton Opens 

Investigation into Car Manufacturers’ Collection and Sale of Drivers’ Data (June 6, 2024), 

https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-opens-investigation-car-

manufacturers-collection-and-sale-drivers-data.  
65 Press Release, Ken Paxton, Attorney General of Texas, Attorney General Ken Paxton Reaches Settlement 

in First-of-its-Kind Healthcare Generative AI Investigation (Sept. 18, 2024), 

https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-reaches-settlement-first-its-kind-

healthcare-generative-ai-investigation.  
66 Petition, Texas v. TikTok Ltd., et al., No. 24-CV-1763 (Tex. 56th Dist. Ct.-Galveston Cnty., filed Oct. 3, 

2024), available at https://www.texasattorneygeneral.gov/sites/default/files/images/press/TikTok%20Original%20 

Petition%20Filestamped.pdf. 
67 Press Release, Attorney General Ken Paxton Launches Investigations into Character.AI, Instagram, 

Discord, and Other Companies over Children’s Privacy and Safety Practices as Texas Leads the Nation in Data 

Privacy Enforcement, Ken Paxton, Attorney General of Texas (Dec. 12, 2024), 

https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-launches-investigations-

characterai-reddit-instagram-discord-and-other.  

https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-opens-investigation-car-manufacturers-collection-and-sale-drivers-data
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-opens-investigation-car-manufacturers-collection-and-sale-drivers-data
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-reaches-settlement-first-its-kind-healthcare-generative-ai-investigation
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-reaches-settlement-first-its-kind-healthcare-generative-ai-investigation
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-launches-investigations-characterai-reddit-instagram-discord-and-other
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-launches-investigations-characterai-reddit-instagram-discord-and-other
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flow and ovulation with third party affiliates that provided services to the app.68 Recently, a 

Louisiana CPC posted the full names, last menstrual periods, and other personal health 

information of thirteen of their visitors online, despite claiming that it follows HIPAA.69 For the 

same reasons, an investigation into Woman to Woman is warranted here.  

Fraud and Intentional Misrepresentation 

Woman to Woman is also required to follow Texas’s common-law prohibition against 

intentional misrepresentation or fraud.  

The elements of a cause of action for intentional misrepresentation/fraud in Texas are: 

“(1) that a material representation was made; (2) the representation was false; (3) when the 

representation was made, the speaker knew it was false or made it recklessly without any 

knowledge of the truth and as a positive assertion; (4) the speaker made the representation with 

the intent that the other party should act upon it; (5) the party acted in reliance on the 

representation; and (6) the party thereby suffered an injury.”70 A misrepresentation is “material” 

if “a reasonable person would attach importance to and would be induced to act on the 

information in determining his choice of actions in the transaction in question.”71 Further, an 

assertion made without a reasonable attempt to determine whether the assertion is true is a 

reckless misrepresentation.72 Because the requisite mental state for fraud “is not susceptible to 

direct proof, it invariably must be proven by circumstantial evidence.”73 Actionable injuries for 

fraud are not limited to financial damages and include mental anguish.74  

Woman to Woman’s conduct meets the elements of fraud. As to the elements of such a 

claim: (1) Woman to Woman’s HIPAA misrepresentation is material, as visitors have a 

reasonable expectation of privacy in personal health information and would be unlikely to 

provide that information to an entity they know does not maintain confidentiality; (2) Woman to 

Woman’s statement that it is bound by HIPAA is false; (3) the affirmative HIPAA promises are 

 
68 Fed. Trade Comm’n, Developer of Popular Women’s Fertility-Tracking App Settles FTC 

Allegations that It Misled Consumers About the Disclosure of Their Health Data (Jan. 13, 2021), 

https://www.ftc.gov/news-events/news/press-releases/2021/01/developer-popular-womens-fertility-

tracking-app- settles-ftc-allegations-it-misled-consumers-about. 
69 Rosemary Westwood, Watchdog Urges Louisiana to Investigate Crisis Pregnancy Center Over Data 

Breach, WWNO – New Orleans Pub. Radio (Dec. 11, 2024), https://www.wwno.org/public-health/2024-12-

11/watchdog-urges-louisiana-to-investigate-crisis-pregnancy-center-over-data-breach.  
70 In re FirstMerit Bank, N.A., 52 S.W.3d 749, 758 (Tex. 2001); see also Smith v. Tilton, 3 S.W.3d 77, 82 n.3 

(Tex. App.-Dallas 1999, no pet.) (noting that a claim of intentional misrepresentation has the same elements as a 

fraud claim). 
71 Italian Cowboy Partners, Ltd. v. Prudential Ins. Co. of Am., 341 S.W.3d 323, 337 (Tex. 2011) (citation 

omitted). 
72 See, e.g., Johnson & Higgins of Tex., Inc. v. Kenneco Energy, Inc., 962 S.W.2d 507, 527 (Tex. 1998) 

(holding a defendant might have made a reckless misrepresentation if he, “with no familiarity of the policy 

language,” had represented “the coverage applied without consulting the policy itself”); Camden Mach. & Tool, Inc. 

v. Cascade Co., 870 S.W.2d 304, 311 (Tex. App.-Fort Worth 1993, no pet.) (holding defendant was reckless in 

misrepresenting the physical condition of a building based on a five-year-old engineer’s report). 
73 IKON Office Sol’ns, Inc. v. Eifert, 125 S.W.3d 113, 124 (Tex. App.-Houston 2003, pet. denied) (citing cases). 
74 E.g., Dillard’s Dept. Stores, Inc. v. Strom, 869 S.W.2d 654, 659-60 (Tex. App.-El Paso 1994, no pet.). 

http://www.ftc.gov/news-events/news/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-
http://www.ftc.gov/news-events/news/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-
http://www.ftc.gov/news-events/news/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-
https://www.wwno.org/public-health/2024-12-11/watchdog-urges-louisiana-to-investigate-crisis-pregnancy-center-over-data-breach
https://www.wwno.org/public-health/2024-12-11/watchdog-urges-louisiana-to-investigate-crisis-pregnancy-center-over-data-breach
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on Woman to Woman’s website, even though Woman to Woman knows, or should know, that it is 

not covered by HIPAA. Care Net and Heartbeat International are both aware that CPCs are not 

HIPAA-covered entities, a fact they have communicated to their affiliates. At best, Woman to 

Woman’s HIPAA misrepresentation is reckless for failing to verify whether it is HIPAA 

compliant. Given its close relationship with Care Net and Heartbeat International, which know 

their affiliate CPCs are not HIPAA-covered entities, Woman to Woman is more likely 

intentionally misrepresenting its HIPAA compliance. Either way, (4) Woman to Woman is 

deceiving visitors as to its information privacy practices to induce visitors into disclosing their 

private health information.  

The only question is whether and how many of its visitors have been injured. And an 

investigation from this office is needed to answer that question.  

CONCLUSION 

Texans have been and continue to be misled by Woman to Woman’s deceptive 

representations regarding the confidentiality of its visitors’ data and Woman to Woman’s 

compliance with HIPAA. Under Texas law, this office has the unique authority to bring an action 

to prevent Woman to Woman and similar entities from misleading the public about the 

confidentiality of their sensitive medical information.  

Thank you for your prompt attention to this important matter. 

 

Sincerely, 

 

/s/ Molly Duane 

Molly Duane*    

Center for Reproductive Rights   

199 Water Street, 22nd Floor   

New York, NY 10038   

(917) 637-3645 Phone 

(917) 637-3666 Fax   

 

*Admitted in New York 

 

 

 


